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System Validation (1/12) 

Safety Critical Systems 

• Mobile telephone systems, are used in various 
circumstances, as in ambulances, where 
malfunctioning of the software can have 
disastrous consequences. 

 

• Information processing plays a significant role in 
process control systems, as in nuclear power 
plants or in chemical industry where, errors in 
software are highly undesirable. 
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System Validation (2/12) 

• Radiation machines in hospitals  

• Storm surge barriers 

 

These are examples where Reliability is a key 
issue and where the Correctness of a system is 
of vital importance 
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System Validation (3/12) 

• “Non-information processing” systems, such as electric 
razors, audio equipment, and TV-sets the amount of 
software and hardware is increasing rapidly. 

 

• In transport systems (i.e. cars, trains and airplanes) 
information technology is coming to play a dominant 
role; expectations are that about 20 percent of the 
total development costs of those vehicles will be 
needed for information technology.  
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System Validation (4/12) 

• This increasing integration of information 
processing into various kinds of (critical)  
applications it is fair to state that: 

 

The reliability of information processing is a key 
issue in the system design process 
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System Validation (5/12) 

What is common practice on maintaining the reliability of 
software systems 

• The design is started with a requirements analysis where 
the desires of the client's are extensively analyzed and 
defined. 

• After traversing several distinct design phases, at the end of 
the design process a (prototype) design is obtained. 
 

The process of establishing that a design fulfills its 
requirements is referred to as System Validation 
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System Validation (6/12) 
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Checking for faults only at the end of the design trajectory 
is not acceptable:  
If an error is found it takes too much effort to repair it since 
the whole design trajectory  needs to be re-traversed in 
order to see where and how the error could arise.  
This is costly 



System Validation (7/12) 
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Schematic view of on-the-fly system validation 

It is therefore more common practice to check on-the-fly i.e. while the 
system is being designed. 
If an error is determined in this setting ideally only the design phase up 
to the previous validation step needs to be re-examined. 
This reduces the costs significantly 



System Validation (8/12) 

• Two techniques are widely applied in practice 
to ensure that the final result does what it 
originally is supposed to do: 

– Peer reviewing &  

– Testing 
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System Validation (9/12) 

Investigations in the software engineering show 
that 80 % of all projects use Peer reviewing 

 

Peer reviewing is a completely manual activity in 
which (part of) a design is reviewed by a team of 
developers (that in order to increase the effect of 
reviewing) have not been involved in the design 
process of that particular part 
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System Validation (10/12) 

Testing is an operational way to check whether a 
given system realization conforms to the original 
abstract specification  

 

Testing is an essential validation technique for checking 
the correctness of real implementations, it is usually 
applied in an ad-hoc manner  - tests are, for instance, 
generated by hand. 
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System Validation (11/12) 

In most designs more time and effort is spent on 
validation than on construction. 
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System Validation (12/12) 

• Errors can be very expensive. 
 

• The error in Intel’s Pentium floating-point division 
unit is estimated to have caused a loss of about 
500 million US dollars. 

• A mistake in the missile Ariane-5 (costs of about 
500 million). 

• The mistake in Denver’s baggage handling system 
that postponed the opening of the new airport 
for 9 months (at 1.1 million dollar per day). 
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System validation as part of the design process 

• In Germany interviews with several software 
engineering companies have resulted in some 
interesting figures for the costs of error-repair 
and statements about the stages in the design 
process where errors are introduced and 
detected 
 

• These investigations show once more that 
integration of system validation into the design 
process should take place at an early stage 
particularly from an  economical point of view. 
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System life cycle and error introduction, detection and 
costs of repair 
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Validation by Formal methods (1/5) 

There is a strong need for an early 
integration of system validation in the 
design process 
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Validation by Formal methods (2/5) 

• Computer systems are composed of several 
subsystems such as parallel and distributed 
systems 

– Computer/telephony networks 

– Chips that consist of many communicating 
components 

– High-speed parallel computers connected by 
shared memory 
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Validation by Formal methods (3/5) 

• Due to the increase in the magnitude and 
complexity of information processing systems, 
errors can easily and unexpectedly occur in 
their design. Reasoning about such systems 
becomes more and more complicated. 

 

• There is a strong need for the use of advanced 
systematic techniques and tools that support 
the system validation process 

31-Mar-20 18 



Validation by Formal methods (4/5) 

• Using formal methods system designs can be 
defined in terms of precise and unambiguous 
specifications that provide the basis for a 
systematic analysis. 

• Important validation techniques based on formal 
methods are: 
– Testing 

– Simulation 

– Formal verification 

– Model checking 
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Validation by Formal methods (5/5) 

• System validation based on formal methods 
has a great potential and is well-accepted in 
fields like: 
– Hardware verification 

– Verification of communication protocols 

– Aeronautical software 

– Space-craft software 

• Formal methods use in software engineering 
is still limited 
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Validation of Reactive Systems (1/7) 

• Reactive systems are characterized by a 
continuous interaction with their  
environment.  

– They continuously receive inputs from their 
environment and usually within quite a short 
delay react on these inputs 
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Validation of Reactive Systems (2/7) 

• Examples:  (Reactive systems) 

– Operating systems 

– Aircraft control systems 

– Communication protocols 

– Process control software. 
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Validation of Reactive Systems (3/7) 

Example:   
A control program of a chemical process receives 
control signals regularly like temperature and 
pressure, at several points in the process, Based on 
this  information, the program can decide to turn 
on the heating elements, to switch on a pump, and 
so forth.  
As soon as a dangerous situation is anticipated. for 
example the pressure in the tank exceeds certain 
thresholds, the control software needs to take 
appropriate action. 
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Validation of Reactive Systems (4/7) 

Usually reactive systems are rather complex, the 
nature of their interaction with the environment 
can be intricate and they typically have a 
distributed and concurrent nature. 
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Validation of Reactive Systems (5/7) 

• Correctness and well-functioning of reactive 
systems is crucial. To obtain correctly  
functioning and dependable reactive systems 
a coherent and well-defined methodology is 
needed in which different phases can be 
distinguished. 

1. In the first phase, a thorough investigation of 
requirements is needed and as a result a 
requirement specification is obtained. 
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Validation of Reactive Systems (6/7) 

2. Secondly, a conceptual design phase results in an 
abstract design specification. This specification 
needs to be validated for internal consistency 
and it needs to be checked against the 
requirement specification.  This validation 
process can be supported by formal verification, 
simulation and model checking techniques, 
where a model (like a finite state automaton) of 
the abstract design specification can be 
extensively checked. 
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Validation of Reactive Systems (7/7) 

3. Once a trustworthy specification has been 
obtained, the third phase consists of building a 
system that implements the abstract 
specification,  

  

– Testing is a useful technique to support the 
validation of the realization versus the original 
requirement specification.  

31-Mar-20 27 



Simulation (1/2) 

• Simulation is based on a model that describes 
the possible behavior of the system design at 
hand. This model is executable by software 
tool called Simulator.  

– A Simulator can  determine the system’s behavior 
on the basis of some scenarios. In this way the 
user gets some insight on the reactions of the 
system on certain stimuli. 
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Simulation (2/2) 

• The scenarios can be either provided by the 
user or by a tool, like a random generator that 
provides random scenarios. 

– Simulation is typically useful for a quick, first 
assessment of the quality of a design. It is less 
suited to find subtle errors 

– It is infeasible, and mostly even impossible,  to 
simulate all representative scenarios. 
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Testing (1/11) 

• A widely applied and traditional way of 
validating the correctness of a design is by 
means of testing. 
– In testing one takes the implementation of the 

system as realized (a piece of software, hardware, 
or a combination), stimulates it with certain (well-
chosen) inputs, called tests, and observes the 
reaction of the system. 

– Finally, it is checked whether the reaction of the 
system conforms to the required output 
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Testing (2/11) 

• The principle of testing is almost the same as 
that of simulation, the important distinction 
being that  

– testing is performed on the real, executing, system 
implementation, whereas  

– simulation is based on a model of the system 
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Testing (3/11) 

• Testing is a validation technique that is most 
used in practice in software engineering, for 
instance, in all projects some form of testing is 
used but almost exclusively on the basis of 
informal and heuristic methods. 

• Since testing is based on observing only a 
small subset of all possible instances of system  
behavior it can never be complete 
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Testing (4/11) 

• Testing can only show the presence of errors 
never their absence 

• Testing is complementary to formal 
verification and model checking. 

• Formal verification and Model checking are 
based on a mathematical model of the system 
rather than on a real executing system. 
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Testing (5/11) 

• Since testing can be applied to the real 
implementation it is useful in most cases: 

– where a valid and reliable model of the system is 
difficult to build due to complexity, 

– where system parts cannot be formally modeled 
(as physical devices) or  

– where the model is proprietary (e.g. in case of 
third-party testing) 

31-Mar-20 34 



Testing (6/11) 

• Testing is the dominating technique for system 
validation and consists of applying a number of 
tests that have been obtained in an ad-hoc or 
heuristic manner to an implementation 

• Recently, the interest and possibilities of applying 
formal methods to testing are increasing.  

• For instance, in the area of communication 
protocols: International Standard on "formal 
methods in conformance testing" (ISO, 1996) 
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Testing (7/11) 

Formal methods in conformance testing (ISO, 1996) 
the process of testing is partitioned into several 
phases: 

1. In the test generation phase, abstract 
descriptions of tests, so-called test cases, are 
systematically generated starting from a precise 
and  unambiguous specification of the required 
properties in the specification. The test cases 
must be guaranteed to test these properties. 
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Testing (8/11) 

2. In the test selection phase, a representative 
set of abstract test cases is selected. 

 

3. In the test implementation phase, the 
abstract test cases are transformed into 
executable test cases by compiling them or 
implementing them. 
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Testing (9/11) 

4. In the test execution phase, the executable 
test cases are applied to the implementation 
under test by executing them on a test 
execution system. The results of the test 
execution are observed and logged 

 

5. In the test analysis phase, the logged results 
are analyzed to decide whether they comply 
with the expected results. 
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Testing (10/11) 

• Testing is a technique that can be applied both 
to prototypes, in the form of systematic 
simulation, and to final products. 

 

• Transparent box testing where the internal 
structure of an implementation can be 
observed and sometimes partially controlled 
(i.e. stimulated)  
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Testing (11/11) 

• Black box testing where only the 
communication between the system under test 
and its environment can be tested and where 
the internal structure is completely hidden to 
the tester. 

 

• Grey box testing (in practical circumstances) is 
mostly somewhere in between these two 
extremes (i.e. transparent and black).  
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Formal verification (1/5) 

• A complementary technique to simulation and 
testing is to prove that a system operates 
correctly, The term for this mathematical 
demonstration of the correctness of a system is 
formal verification 

 

• The basic idea is to construct a formal (i.e. 
mathematical) model of the system under 
investigation which represents the possible 
behavior of the system. 
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Formal verification (2/5) 

• In addition, the correctness requirements are 
written in a formal requirement specification 
that represents the desirable behavior of the 
system. 

 

Based on these two specifications one checks by 
formal proof whether the possible behavior 
“agrees with” the desired behavior.  
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Formal verification (3/5) 

Since the verification is treated in a 
mathematical fashion, the notion of “agree 
with” can be made precise, and verification 
amounts to proving or disproving the 
correctness with respect to this formal 
correctness notion. 
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Formal verification (4/5) 

Formal verification requires: 

1. A model of the system consisting of 

– a set of states, incorporating information about 
values of variables, program counters and 

– a transition relation that describes how the 
system can change from one state to another. 
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Formal verification (5/5) 

2. A specification method for expressing 
requirements in a formal way. 

3. A set of proof rules to determine whether 
the model satisfies the stated requirements. 
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Verifying Sequential Programs (1/13) 

• This approach can be used to prove the 
correctness of sequential algorithms such as 
quick-sort or the computation of the greatest 
common divisor of two integers. 

One starts by formalizing the desired behavior by using pre- and 
post-conditions, formulas in predicate logic. The syntax of such 
formulas is, for instance, defined by 
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Verifying Sequential Programs (2/13) 
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Verifying Sequential Programs (3/13) 

• A pre-condition describes the set of interesting 
start states (i.e. the allowed input(s)), and the 
post-condition describes the set of desired final 
states (i.e. the required output(s)). 

 

• Once the pre- and post-condition are formalized, 
the algorithm is coded in some abstract pseudo-
code language and it is proven in a step-by-step 
fashion that the program satisfies its 
specification. 
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Verifying Sequential Programs (4/13)  
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Verifying Sequential Programs (5/13) 
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Verifying Sequential Programs (6/13)  
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Verifying Sequential Programs (7/13) 
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Proof system for partial correctness of sequential programs 
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Verifying Sequential Programs (8/13) 
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Verifying Sequential Programs (9/13) 
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Greek Symbol: X  (Kai – ki) 



Verifying Sequential Programs (10/13) 
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Verifying Sequential Programs (11/13) 
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Verifying Sequential Programs (12/13) 
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Verifying Sequential Programs (13/13) 
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Formal verification of Parallel Systems (1/5) 

For statements S1 and S2 let the construct 
  S1 || S2  
denote the parallel composition of these 
statements. The major aim of applying formal 
verification to parallel programs is to obtain a proof 
rule such as: 
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Formal verification of Parallel Systems (2/5) 
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Formal verification of Parallel Systems (3/5) 
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Formal verification of Parallel Systems (4/5) 
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Formal verification of Parallel Systems (5/5) 
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Temporal Logic (1/7) 
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Temporal Logic (2/7) 
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Temporal Logic (3/7) 
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Temporal Logic (4/7) 

31-Mar-20 68 



Temporal Logic (5/7) 
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Temporal Logic (6/7) 
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Temporal Logic (7/7) 
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Model Checking (1/4) 
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Model Checking (2/4) 
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Model Checking (3/4) 
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Model Checking (4/4) 
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Methods of Model Checking 

• There are basically two approaches in model 
checking that differ in the way the desired 
behavior  i.e. the requirement specification is 
described 

1. Logic based or heterogeneous approach 

2. Behavior based or homogeneous approach 
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Logic based or heterogeneous approach 
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Behavior based or homogeneous approach (1/2) 
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Behavior based or homogeneous approach (2/2) 
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The benefits of model checking (1/3) 
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The benefits of model checking (2/3) 
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The benefits of model checking (3/3) 
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The limitation of model checking (1/5) 
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The limitation of model checking (2/5) 
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The limitation of model checking (3/5) 
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The limitation of model checking (4/5) 
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The limitation of model checking (5/5) 
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Automated Theorem Proving (1/10) 
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Automated Theorem Proving (2/10) 

31-Mar-20 93 



Automated Theorem Proving (3/10) 
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Automated Theorem Proving (4/10) 
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Automated Theorem Proving (5/10) 
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Automated Theorem Proving (6/10) 
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Automated Theorem Proving (7/10) 
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Automated Theorem Proving (8/10) 
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Automated Theorem Proving (9/10) 
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Automated Theorem Proving (10/10) 
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Theorem Proving Vs Model Checking (1/4) 
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Theorem Proving Vs Model Checking (2/4) 
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Theorem Proving Vs Model Checking (3/4) 
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Theorem Proving Vs Model Checking (4/4) 
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